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Efficient communication

anynode is a Session Border Controller that is entirely a software based solution. It-
works as an interface for any number of SIP UAs ie; SIP phones, SIP PBXs, and also SIP
providers. It converts port and directory information, provides security, routes session
traffic and does manipulation of call numbers.

Performance Features

Routing Registrations

Follow-Me

Manipulation

anynode’
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anynode® Overview

SIP-to-SIP User Agent S

Using anynode, multiple SIP UAs can be connec-
ted virtually making communication between
incompatible SIP gateways possible.

Pure Software Solution

anynode is a pure software solution which of-
fers many advantages in comparison to basic
hardware solutions like simple and quick access
to the user interface.

Virtualization

Virtualization in the context of VolP? Only
a software solution like anynode makes it
possible. Cluster scenarios are easier to plan and
implement. Operation and maintenance costs
are less. Installation and upgrades are performed
without having to deal with hardware.

Performance Features

anynode is the ideal solution for connectivity in
the SIP-to-SIP world. It supports numerous IP in-
frastructure features. Absent features can, in a

P Compatibility

The most important standards on the market
are supported. anynode is compatible with the
majority of terminal devices from different ma-
nufacturers.

Bandwidth Management

Established calls can be adjusted in the codec by
anynode so that they will function with existing
local conditions. A bandwidth-saving codec, for
example, can be selected for a WAN network
with generally narrow bandwidth to help assure
the quality of the voice data.

Reliability

Outstanding reliability, stability and availabili-
ty are the key requirements for ideal commu-
nication in every company. We maintain tech-
nological partnerships with communications
companies, and we regularly undergo certifi-
cations to remain on the cutting edge for our
customers.

lot of cases, be simulated by anynode making Security

them available to the application as well.

Scalability

anynode is ideal for all applications. Up to 2000
sessions can be used simultaneously. Several
codecs or features can be licensed optionally, if
needed.

www.anynode.de e-mail sales@te-systems.de phone +49 5363 8195-0

anynode can reduce your security risks! By using
anynode you will be able to change your non-
secure VolP connections into secure connections
to guarantee a secure call. anynode can use TLS
and SRTP for voice and fax communications.
anynode can secure your environment from att-
empts of eavesdropping or manipulation.
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anynode® Performance Features

The anynode Session Border Controller is designed to provide a complete SBC solution up
to 2000 sessions. Built on a decade of experience in VolP technology, anynode supports
all necessary features of an enterprise SBC. anynode includes an easy-to-use centralized,
web-based management GUI, ensuring seamless configuration and monitoring.

System Capabilities

Scalability up to 2000 Sessions

Pure Software Solution

Operating system Linux or Windows

Microsoft Lync 2010 and Lync Server 2013 qualified
Supports Skype for Business

Windows Server 2012 certified

Routing/Policy
Routing by different criteria

Manipulation of call numbers

Media Services
Transcoding
T.38 compliant fax relay or G.711 software fax

Dynamic Jitter Buffer

Protocol Support
Support of IPv4 and IPv6
RTP

UDP, TCP

Management Capabilities

Graphical based configuration wizard
Manufacturer templates (e.g. Avaya, Unify, Cisco)
Embedded web-based management GUI

Shared object configuration

Comprehensive traces for the purpose of analysis

Easy Software licensing

Security
TLS

SRTP
X.509

Redundancy
1:1 Redundant Systems for Service Availability

Failover

This is a quick overview of the anynode features. For detailed information please download the anynode
datasheet on www.anynode.de or contact us via e-mail at sales@te-systems.de. The listed features are
not supported by all endpoints. You can find more detailed information on compatibility in the Interope-
rability List, which is updated monthly and available for downloading at www.anynode.de.
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Manipulation of Call Numbers and Routing

anynode enables flexible and comprehensive routing functions. Different telephone
number formats can be made compatible and normalized to a standard format.

Flexible Manipulation of Call Numbers

anynode provides for a flexible manipulation
of the incoming and outgoing source and de-
stination numbers. With anynode’s manipulati-
on ability, different call number formats can be
made compatible.

Simple yet comprehensive routing functions
can be enabled, which can be adapted easily
and individually for your needs. For example,

E.164 numbers from an endpoint can be con-
verted into internal extension numbers and
vice versa.

For this purpose, complex manipulation vari-
eties are available through placeholders and
simplified regular expressions. This enables
different number ranges to be normalized to a
standard format.

Manipulation of Call Numbers and Routing

0049 5353 8195 661

SIP-Trunk

anynode’

Routing Functions

The routing can take place on entire E.164 num-
bers, prefixes or extension numbers.

If the route is not determined by a rule that is
based on a source and destination endpoint,
anynode will automatically find the best route
for a dialed number.

e-mail sales@te-systems.de

phone +49 5363 8195-0
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e.g. Alcatel, Avaya, Unify, ...

+49 5363 81 95 661

@ Skype for Business
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Session Border Controller

anynode offers all the features that you would expect from a Session Border Controller.
This includes key functions like security, transcoding of media, topology masking and
session management.

A Session Border Controller is used if signaling
and media flows between two separate VolP-
networks need to be established, transmitted or
terminated.

anynode has the ability to work in different mo-
des. In the “basic mode”, anynode only coordi-

nates the signaling. anynode can also terminate
the media streams and therefore communicate
with two physically separated networks. anyno-
de can also be used as a secure endpoint in front
of a non-secure network.

Session Border Controller

Enterprise Network

8

P PROVIDER

[———mm "]

-
Skype

anynode’ for Business

Security Connectivity

www.anynode.de

anynode supports TLS and SRTP. If anynode
carries out the signaling as well as the termi-
nation of media, the network topology will be
hidden behind an anynode endpoint. Only the
anynode address will be displayed to the other
involved endpoints. In doing this, malicious in-
tervention and unwanted activity can be elimi-
nated. Improperly coded SIP messages will be
rejected, which also reduces the possibility of
malicious attacks.

Conversion of Media

If necessary, anynode terminates media streams
to forward them to another endpoint.

e-mail sales@te-systems.de

phone +49 5363 8195-0

There are quite a number of versions and in-
terpretations of SIP. Because of this different
devices from manufacturers can have difficulty
communicating, or only partly compatible, with
one another. Endpoints of anynode can be ad-
justed to specific manufacturer characteristics
based on predefined profiles to ensure optimum
functionality among components. anynode is
also able to connect IPv4 and IPv6 networks.

Regulatory Tasks

anynode’s central location connecting several-
VolIP endpoints allows for legally recording con-
versations for regulatory purposes.

TE-SYSTEMS
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Parallel Call

Flexible communication with anynode — wherever and whenever you want to be
reached.

Easily Configurable Routing Rules

Routing rules are configurable via anynode so This enables fixed phone lines and mobile pho-
for an incoming call, several outgoing calls can nes to ring simultaneously. The call can also be
be established which are time delayed. The de- routed to a mailbox number (Voice Mail) if the
stination numbers and destination sessions are call is not answered in a predefined time.

defined through the anynode configuration.

Parallel Call

No. 9661

Internal

No. 9661 No. +49 151 12345XX

SIP

. | wobile |
anynode

No. +49 5363 8195 0

Additional Functionalities Landline Network

anynode allows you to simulate functionalities,
which are not available or require special know-
ledge of certain telephone systems. For examp-
le: one-number concept, or alarm server.

TE-SYSTEMS
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anynode® - A Safe Solution

For voice and fax communication, anynode supports TLS and SRTP, thwarting any
attempts at eavesdropping or manipulation. Even if the infrastructure does not offer
TLS/SRTP, anynode can offer secure communication.

Securing VolP communications in WLANS, corpo- And for good reason, because security is of para-
rate networks or in public hotspots has become a mount importance when it comes to your data!
genuine concern with some businesses.

Multi Secure Gateway

TLS III H

SRTP
o
EmEE NN — SIP
RTP
SIP Endpoint |
anynode’ Il = [
SRTP
-
Non Secure to Secure Gateway anynode Security Protocols
anynode ena'bles telephones, telephone sys- « TLS (Transport Layer Security)
tems or providers to connect to remote sta- Signaling encryption
tions. to specification RFC2246, RFC4346 and RFC5246
anynode is able to change your non-secure * SRTP (Secure RTP Protocol) _
VolP ti int i ; Encryption and authentication of RTP data in SIP
olP connections into secure connections! to specification RFC3711
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High Availability

A high degree of availability is essential for good communication. When considering
VolP, virtualization offers more flexibility, redundancy and increased security while

reducing costs.

Advantages

It takes a software solution such as anynode to
virtualize your VolP solution. The advantages over
pure hardware gateways become particularly evi-
dent when you are trying to save on both resour-
ces and costs:

e Only one physical server needed to run several
virtual machines

e Straightforward and fast restoration of the
working environment after hardware failures
by simply reverting to the latest backup of the
virtual machines

e Since anynode is a pure software solution,

hardware defects and the associated replace-
ment costs and waiting times are avoided

¢ The solution can be configured quickly and
flexibly: when changing to different virtuali-
zation hardware, the virtual machine can sim-
ply be migrated

¢ anynode offers absolute flexibility regarding
the number of sessions, since the licenses can
be upgraded as required

e Fast adjustment of the number of sessions
through an online request for the license file,
which is then simply imported

anynode in Virtual Cluster Solution

anynode Server File Server Webserver

etc. ...

E Virtual Machine Virtual Machine Virtual Machine E

Virtualization Server 1

EBE=e=—=] =]
I
etc. ...

E Virtual Machine Virtual Machine Virtual Machine E

Failover

High Availability Cluster (HA-Cluster)

If you need to guarantee high availability
(e.g. 24/7 operation) and wish to ensure this
via a HA cluster, the anynode cost model offers
a significant savings potential compared to tra-
ditional hardware solutions, in particular where
larger numbers of sessions are involved.

Supported Virtualization Solutions

e VMware vSphere/ESXi
o Citrix XenServer
e Microsoft Hyper-V

Supported Cluster Technologies

e Microsoft Cluster Server
e EMC AutoStart

TE-SYSTEMS
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Configuration
anynode offers an easy and intuitive web in- leted and displayed. Support is provided by
terface to handle configuration. Endpoint and generating the endpoint through predefined
routing definitions, as well as registration and manufacturer profiles which enables easy, ef-
security profiles, can be created, modified, de- ficient interoperability.

A anynode st e e St 2 S
ANYNODE 0.5.12 (Release), Windows X32, Copyright & 2013 by TE-SYSTEMS GmbH, Genmany, State: connected, Licence acfive: yes

Configuration Objects »  Shared objects > Info ~

Refresh  Add Routing Domain  Delete Routing Domain

Configuration
Tracing
Licenses ==
Routin
<~ Configuration D Router
~  Routing Domains
Routing Domain Router
<~ Endpoints < setings
Microsoft Lync 2010 Routes
Siemens HiPath 4000 Rouing condition Routing action
Registrations Source endpoints Microsoft Lyne 2010 Destination encpoint Siemens HiPath 4000
Sourcs endpoints Siemens HiPath 4000 Destination encpoint Mierosof Lync 2010
b Shared configuration objects
A anynode P
ANYNODE 0.5.12 (Release), Windows X32, Copyright © 2013 by TE-SYSTEMS GmbH, Germany. State: connecled, Licence active: yes
Configuration ¥  Objects *  Shared objects > Info ~
Refresh  Add Endpoint  Delets Endpoint
Configuration
Tracing PSee— =
[E]
Licenses A o
< Configuration am P User . Network
— —3 | controller =
B Endpoint Agent Transport S
b Detalled setiings < Routing Domains
Routing Domain ~>
Network
<~ Endpoints Security
Profile
Microsoft Lync 2010
Siemens HiPath 4000 SIP User Agent
Registrations E—
) Shared configuration objects Initial routing T
Failover and load balancing [ actvate E
Authentication User name Password
Domain (Just for NTLM)
Protocol override Microsoft Lyne: v
}  Detailed setiings
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anynode® Tools

Trace Analyzer

The anynode Trace Analyzer is now one single concise presentation of the SIP message flow
tool that will be used by on-site engineers all of individual sessions and an RTP stream view
the way to the core developers of anynode. It which shows details for combined or individual
integrates an overview of all traced sessions, a media-flow directions.

B Opus_Trasncoding.xzt - anynode Trace Analyzer (1.15.5.0) =R

FLE | START

g8 =2 a8 <« > %

Sessions | Defails  Streams | SIPFlow  Messages  RTP Streams Previous Next System  Registiation | TimeZone  Type Format

¥ O anynoge

The Software SBC

TELRT_SESSION

Time Voiced anynode Loop G711
» (D Success: 0049536381950
Q) 06:49:57.733 INVITE sip:711730711730360 @17215.0 1745082 tra -
4 & Incoming
= sera 06ia8157 741 100 Tying
- Recsive
4 (2 Cutgoing 06:49:57.746 INVITE sip:730711730360@172.18.0.174:5082;transport=tcp
= Send 4
= Recelve 06:49:57.753 100 Trying
4 () Success: 0049536381950 ing
> (& Incoming
06:49:57.884
> & Cutgors 130 Ringing
* () Success: 0049536381950 o
» & Success: 0049536381950 06:49:57.834 130 Ringing
> (D Success: 0049536381950 4
b (@ Success: 0014079653938 06:49:58.186 200 OK
P (@ Success: 0014079653938 | INVITE sip:711730711730360@172.18.0.174:5082:transport=tcp SIP/2.0 A
4 Success; 0014079653938 | Allow: ACK,BYE, CANCELINFO,INVITE,NOTIFY, OPTIONS, REFER, SUBSCRIBE, UPDATE i

4 & Incoming Call-Id: d51073de-7919-48b4 -aaa¢-40304be20a54

« send Contact: <sipi172.18.0,174:5078+
Content-Dispasition: session:handling=re quired
- Re Content-Length: 364
4 (& Cutgoing Content-Type: application/sdp
- Send Cseq: 745089295 INVITE
- Receie Fram: <sip:0049536381950@172.18.0.174:5076 > tag=297713¢5-bf6 a-4 204 b119-d86527130 275
Max-Forwards: 70
Min-Se: 90
Session-Expir

0
Supparted: from-change replaces timer

To: <5ipi711730711730360 @172.18.0.174:5082;transport=tep>

User-Agent: anynode/1.99.99 (anynode, Windows, 386 (63 bit), sipi172.18.0.174:5078)

Via: SIP/2.0/TCP 172.18.0.1 172.18.0.174) £b834df5.834 4194-4463.970d-bF. b

]

§397557623250846953 1 IN 1P4 172180474

[ Cous Trasncodingxzt - anynode Trace Analyzer {1.15.5.0) [ ESEER=
ALE | START
= 1100
@ B @ b ) a’ 69 @ 1100 aﬂy!'\"\-’“"‘
Sessions | Defalls  Streams | SPFlow  Messages  RTP Streams | Previous Next System  Registration | TimeZone  Type Format e st ;‘E -
Productanyno | |7c . on detailed i i TELRT_SESSION
S | | [<Enter Number for Fite
Direction Time | Packet Dif. (ms) | Source Destination SSRC Sequence | Timestamp | Payload Length | CPULoad | Marker
» D Success: 0043536351950
45 Successio0dss3e3sisso || © Recee 06:49:58.236 0 172180.174:39412 1721802539376 EFBFEBL0 O 3291797458 PCMA 160 3 x
4 @ Incoming Send 05:49:58.237 0 1721807439378 17218.0.174:39368 5288 0 1056211109 opus/48000/2 2 3 x
- * Receive 05:49:58.250 14 1721807439412 1721802539376 EFBFEBI0 1 3291797618 PCMA 160 3
= Receive « Send 06:49:58.250 13 1721801743957 17218.0.174:38365 smaEEee 1 1056212068 opus/A3000/2 2 3
4 @ Outgaing + Receie 06:49:58.254 0 17218.0.174:39368 1721807439578 DSSALIGE 0 SSIS0E120  0pUS/4B00072 2 E x
- Send + Send 8.255 0 172180125:39376 1721807439412 JFLasCL 0 2422526346 PCMA 160 3 x
= Receive * Receive 5.269 19 1721807439412 1721802539376 EFBFEBL0 2 321797778 PCMA 160 3
b (D Success: 0043536381950 ||+ Send 06:49:58.269 19 1721801743937 17218.0.174:39368 s:2B8 2 1056213029 opus/48000/2 2 3
» D Successi 0049536361950 ||+ Receive 06:49:58.273 19 17218.0.17439368 1721807439378 DESALIOE 1 553503080 opus/4300072 2 3
» (D Success: 0042536381950 | o Send 06:48:58.273 18 1721801253937 17248.0.474:30412 JeFLasCL L 2422526506 PCMA 160 3
" 9 Successi 0049538381950 ||« peceive 21 172180174:39412 17215.0.12539576 EFEFEEL0 3 3291797938 PCMA 160 3
* (9 Successi 001079653938 | @ song 2 172180.174:39378 172.15.0.174:39368 6282£899 3 1056213969 0pus/48000/2 2% E
© D Success OOLA0TSESIN | o pereiye 06:49:58.291 18 17218.0.17439368 1721807439378 DESALIOE 2 553510040 0pus/4B000/2 2 3
¥ @ Success: 0014079653938 |, oy 06:49:58.291 18 172180.125:39376 172.18.0174:39812 TeFLASCL 2 2422526665 PCMA 160 3
* Receive 05:49:58.309 19 1721807439412 1721802539376 EFBFEBI0 4 3291738038 PCMA 160 3
« Send 06:49:58.310 19 1721801743957 17218.0.174:38365 smaEEee 4 1036214948 opus/A3000/2 E 3
+ Receive 2 1721807439368 1721807439578 DSSALIGE 3 S53511000  0pus/4800072 El E
+ Send 2 1721802539576 1721807439412 JFlasCL 3 2422526826 PCMA 160 3
* Receive 06:49:58.330 21 1721807439412 1721802539376 EFBFEBL0 5 3291798258 PCMA 160 3
* Send 05:49:58.330 2 1721801743937 17218.0.174:39368 s:2B8 5 1056215909 opus/48000/2 2 3
+ Receive 05:49:58.333 20 1721807439368 1721807439378 DESALIOE 4 553511960 opus/4300072 B 3
+ Send 06:49:58.333 0 1721801253957 17248.0.474:30412 JeFLasCL 4 2422526886 PCMA 160 3
« Receive 06:49:58.349 19 1721807439412 17218.0.125:39576 EFEFEBL0 6 329179418 PCMA 160 E
« sena 06:49:58.350 20 1721807439578 17218.0.174:39368 s:2kEY 6 1056216869 0pus/48000/2 2 E
+ Receive 06:49:58.353 20 1721801743938 1721807439378 DESALIOE 5 553512020 opus/4B00072 2 3 g
[ i ]+
Product: anynode Version: 199.99 ) Sessions: 9 Streams: 6233 Ready
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System Requirements

anynode is a ‘plug and play’ solution that is simple and fast to install. This enables instant
availability for VolIP use at the highest quality level.

Your IT equipment will be as unique as your company. anynode will adapt to anything! Facts to keep in
mind are:

° your infrastructure

o the number of sessions to be used simultaneously and

o the performance features that you will need

Very special configurations and the specifics involved are dealt with in our TechNotes which are cons-
tantly being updated. You will find these at www.anynode.de. If you do not find suitable information
covering your specific problem, please feel free to contact us: Individual custom solutions are part of our
service!

System Requirements - at a glance

MICROSOFT WINDOWS

Operating System

* Windows Server 2016 Administrator rights are needed for the installa-
e Windows Server 2012 R2 tion process. It is recommended best practice to
) back-up your system and data before you remo-
e Windows Server 2012 ve or install software.
Windows 10 ° W|ndOWS 10

Certified Compatible For certain features of the software, Java may

e Windows 8/8.1 need to be installed.
Ry e Windows Server 2008 R2
:‘ e Windows 7
Servern
LINUX
i e Debian9
';;,' @ e Debian 8
Windows7 debian e Debian7
e Ubuntu 14.04 @
e other Linux platforms available on request Skype

. s . for Business
Supported virtualization solutions

e VMware vSphere/ESXi <7\ Kicrosoft" ]
e (Citrix XenServer & ynC

e Microsoft Hyper-V
> Lync

Qualified

TE-SYSTEMS
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TE-SYSTEMS GmbH

We have made it our mission to support partners in the area of Unified Communications
with anynode in a way that they can operate in the market more effectively.

Technology Partners

To ensure that the integration between anyno-
de and the involved products is of the highest
quality, we maintain technology partnerships
and undergo regular certification.

This is the only way to ensure that our comple-
te solutions provide optimum functionality to
our joint customers.

Application Development
Silver Communications

ende,
é(&\ o " © . .
Alcatel-Lucent @ @ Mlcrosoft Partner 9 Mitel Panasonic
\’0600

C . . % u n I F 9 Te::r:‘(fl:gy Partner
& Shorelel P& A M BT

TPP.SWYX.COM
Technology Partner Programme

About Us

TE-SYSTEMS, based in Wolfsburg, Germany was
founded in 1990. The company currently has a
workforce of more than 20 employees, most of
whom work in development.

Unified Communication solutions using XCAPI
have been successfully implemented worldwi-
de since 2001.

Innovation is the future. This is why we have
extended our product portfolio with the sessi-
on border controller (SBC) anynode. This pure
software solution acts as an interface for in-
compatible SIP endpoints and transforms port

Microsoft Partner

Gold  Application Development

and address information. Anynode also enables
security, makes routing decisions and performs
manipulation of call numbers.

Since the beginning of 2013 TE-SYSTEMS is
a"Microsoft Gold Certified Partner”. This gives
us greater access to Microsoft technologies in
early stages in order to adapt quickly to new
technological developments on the Windows
platform and other Microsoft products. This
enables TE-SYSTEMS products to enjoy seam-
less interoperability with Microsoft’s product
offerings.

TE-SYSTEMS GmbH

Managing Directors Andreas Geiger

Oliver Kérber

Address Max-von-Laue-Weg 19
D-38448 Wolfsburg

Phone +49 5363 8195-0
Fax +49 5363 8195-999

E-mail info@te-systems.de
Internet www.te-systems.de

Silver Communications www.anynode.de
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Exclusion of Liability

Copyright © 2018 TE-SYSTEMS GmbH
All rights reserved

This document, in part or in its entirety, may not be reproduced in any form without the prior consent
of TE-SYSTEMS GmbH.

The information contained in this document was correct at the time of writing. TE-SYSTEMS GmbH re-
serves the right to make any alterations without prior notice.

The utmost care was applied during the compilation of texts and images, as well as during the creation
of the software. Nevertheless, no responsibility can be taken for the content being accurate, up to date
or complete, nor for the efficient or error-free operation of the software for a particular purpose. There-
fore, TE-SYSTEMS GmbH cannot be held liable for any damages resulting directly or indirectly from the

use of this document.

Trademarks

All names of products or services used are trademarks or registered trademarks (also without specified
indication) of the respective private or legal persons and are therefore subject to legal regulations.

Third Party Disclaimer and Limitations

~Web Toolkit”, developed by Google (http:/code.google.com/webtoolkit/).

~Smart GWT", developed by Isomorphic Software, Inc. (http://www.smartclient.com/).

JJetty”, developed by Mort Bay Consulting Pty Ltd (http://mortbay.com/).

~Java Native Access”, developed at github.com (https:/github.com/twall/jna).

~Apache Commons 10", developed by the Apache Software Foundation (http://www.apache.org/).
»~Guava Libraries”, developed by Google (http://code.google.com/p/guava-libraries/).

.LDAP SDK", developed by Unbound ID (https://www.unboundid.com/products/Idap-sdk/).
J~Freemarker”, developed at freemarker.org (http:/freemarker.org/).

«jsoup”, developed by Jonathan Hedley (http:/jsoup.org/).

.OpenSSL”, developed by the OpenSSL Project for use in the OpenSSL Toolkit (http://www.openssl.org/),
written by Eric Young (eay@cryptsoft.com) and written by Tim Hudson (tjh@cryptsoft.com). [Windows
only]

.Opus codec”, developed by the Xiph Foundation (http://www.opus-codec.org/license/).
.SQLite”, developed at sqlite.org (https://sqlite.org/).
»Java Runtime”, developed by Oracle Corporation (JRE License Terms). [Windows only]

anynode-Frontend

This product includes software developed by Google (http:/code.google.com/webtoolkit/)

This product includes software developed by Isomorphic Software, Inc. (http://www.smartclient.com/)
This product includes software developed by Mort Bay Consulting Pty Ltd (http://mortbay.com/)

This product includes software (JNA) developed at github.com (https://github.com/twall/jna)

This product includes software developed by the Apache Software Foundation (http://www.apache.org/)
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